Declassified and a 



MSA on 05-14-20 
13526 






MEMO ROUTING SUP 



« USE FOR APPROVALS, DISAPPROVALS, 
NCURRENCES, OR SIMILAR ACTIONS 







i J/&. ' 4 < 



^»jp( ... 

"}£.£> y/^- rwo L- cbs-r S J 

Jb^. . ^ hAren^'^ 

&-*«*■ £>c k. Cws/ 'K-'LA£ ^ -<* * ' 

+* <cn^tJL^Jj^- j I' cr^-jAX^fc; 

* ■ f ’-*- 4 ^ /] 4-^Q2Lr ) 

— ~ .clf&' P i- .- 'SJL~ M-^lsl cvji 



Eh 

IISJSIS 



$ 

Jj*. j*'-**. *i*«* n a , 



Replaces DA AGO Form 895, 1 Apr 48, and AFELQ ^ — iq — 43437-4 qpo 4c 

Form 12, 10 Nop 47* which may' be used. 
















MEMO ROUTING SUP ! “ 



ER USE FOR APPROVALS. DISAPPROVALS, 
NCURRENCES. OR SIMILAR ACTIONS 




FORM J"*N ifr* Replaces DA AGO form 805, 1 Apr 18, and AFHQ ea — is — 18487-4 opo "it 

I FEB SO £7 * i Form 12 , lo Nov 17, which may be used. 





















cU a— e 



iQ 2- O — c^~ 

"&£ Uxl JL^^c^Jl^ 

'k *1 A- <1 

«3 r ' 



I-V 




REF ID:A664ZS£ 



" "OP SECRET 

fflcuiiHY mroisauju 



OANQE 3 % b 

V5 MAR 1953 



HBSORANPUH fOA HR. O’GARA, Technical Consultant, SRB, Q-2, 

Room 1U00 "B» Building, AH3 

SUBJECT} Hanson Baldwin Article in February 1953 Issue of USA 
Combat Forces Journal 

1. I an inclosing a copy of a report f rota HSA-9h on the subject. 

X hare but two or three comments the room 

a* X concur in the conclusions of the report. 

b. With reference to par. XI 1 (e), I think it a bit fart-fetched 
to deduce an Implication that we "possibly mounted a successful effort 
against Russian communications," merely from the statement by Baldwin 
that "the deficiencies of much of this 'high level stuff’— which gave 
for instance the strategic situation on the Russian front 

C. With reference to par. IX h. the letter from General Marshall 
to Governor Dewey (25 September 19l*4), which vas given wide publicity 
when General Marshall vas forced to release it, and which was pub- 
lished in the Report of the Joint Congressional Investigation of the 
Attack on Pearl Harbor, contains statements which certainly reveal 
very significant information regarding U.S. successes against Germany 
in the COHINT field during World War II. I append hereto a copy of 
that letter and have side-lined portions of Interest in this connec- 
tion. 

t, I have not been successful in finding in any public record any- 
thing which discloses the OOMXRT Information revealed In the subject 
article, at least as regards the Battle of the Bulge. But this does not 
mean that there has been no disclosure other than that contained in the 
subject article. Only a very exhaustive search would bring positive or 
negative indications. 

1. a. The following is quoted from page VII of the Foreword to 
Dark December! the full account of the Battle of the Bulge, by Robert E. 

"Out of it all came five long, detailed volumes describing 
the Battle of the Bulge. From my notes, through access to these 
Volumes which are available in the Jar Department, from other 
Unclassified documents now available, and from papers which I 
hid collected during this work, the factual basis of this story 
is gathered." 

b. Although the above-quoted extract appears to indicate that 
the five-volume history of the Battle of the Bulge in the files of 
the War Department contains only unclassified information, it may 
be worthwhile to scan these volumes to make sure that there are no 
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refarencas* *ren thinly veiled ones, to the pert played In that 
Battle by COKTHT, or rather the lack of it. 

1». Another article on the Battle of the Bulge* also by Hanson Baldwin* 
which appeared In the Bw York Sunday Tinea Hagaalne* 1 $ December 1 9h6» 
baa also been examined but 1 find no references txTCoHIHT therein* 



5* In my opinion* In aeeurity breaches of this nature* a one of the 
burden of proof of non-violation should be placed upon the suspected 
violator* In other words* it might be advisable and warranted to ask the 
person at whom the linger is pointed in Instances of this kind to produce 
previously published material or references* in order to absolve himself 
of responsibility for the initial security breach Involved. 



WILLIAM f. FBXEXMAX 
Special Assistant 



S Xnclsi 

1* Photostat copy of 

KSA-9U rpt* TS Codeword. 

£* Copy of Dewey-Marshall ltr* TS. 
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Memorandum for: Mr. William Friedman, Technical Director, National Security 
Agency 

From : NSA-92h (Thru Channels) 

Subject : Report on Information of Possible Compromise of United states 

COMIME Activity 

This report, submitted for your consideration, represents the findings of 
one senior analyst who spent four days searching open sources & in consultations. 
It is patently impossible to search every available open source in this period 
of time, and to that extent this report is incomplete. However, the opinions 
of those individuals who were connected with the United States effort against 
the World War II Germans, all of who could not recollect any previously pub- 
lished account of U.S. successes against the Germans, should be of value in 
assessing this possible compromise. 

I. The Problem: 

In the February, 1953 issue of the United States Army Combat Forces 
Journal, an article, "Battlefield Intelligence”, written by Ban&on N. 
Baldwin, makes reference to Uhited States Communications Intelligence 
activities. (Inclosure #1 contains pertinent extracts) Research was 
undertaken to determine if these references represent a security breach, 
and if so, the extent of the security breach. 

II. Facts Bearing on the Problem: 

1. On the basis of information contained in the article, it is 
thought that a foreign intelligence analyst could deduce that: 

(a) A "low-level" (tactical COMINT), and a "high-level" (Magic) 
effort was mounted by the United States against German 
communications . 

(b) The "low-level” effort was a responsibility of lower echelons; 
the "Magic" effort a responsibility of higher echelons. 

(c) Success was obtained by the United States in both fields. 

(d) Higher echelons closely guarded the flow of "Magic" to lower 
echelons. 

(e) The United States possibly mounted a successful effort against 
Russian Communications, or Genian communications on the Russian 
front, or a combination of both. 
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2. This information, combined with information about "Magic" 
cont aine d in the Proceedings of the Pearl Harbor Investigation, should 
enable a foreign analyst to determine the general level and character 

of the United States cryptanalytie effort against the Germans in 1944-45. 

3. If the intelligence analyst of a foreign government had access 
to captured German cryptographic machines, devices, and interrogations 
of German personnel, he should be able to deduce more exactly the nature 
of U.S. successes with high-grade German cryptographic systems. 

4 . A search of open sources such as newspapers, magazines, books, 
and World War II histories, thus far does not reveal any significant 
information regarding United States successes against Germany in the 
COMIHT field during World War II. 

5. Qualified individuals Intimately acquainted with United States 
CQMIHE activity, particularly the effort against the Germans, were con- 
sulted regarding Mr. Baldwin's article. These Individuals, Mr. Oliver 
Kirby, NSA-72, Dr. Carl P. Klitzke, BSA-71B2, and Dr. Roy Johnson, 
USA-7IB1, were of the opinion that the article represented a considerable 
compromise of United States COMIHT activity which ranged from "moderate" 
to "substantial" in importance. 

6. Dr. Roy Johnson, HSA-71B1, stated that to the best of his 
ability to recollect, the term "Magic" was applied to reports issued 
from Washington and not in the European Theater of Operations . Such 
reports may have contained high grade German material. Mr. Baldwin's 
use of the term "Magic", could therefore stem from information revealed 
in the Proceedings of the Pearl Harbor Investigation. 

Ill . Conclus ions : 

1. Mr. Hanson N. Baldwin's article "Battlefield Intelligence" 
contains authentic references about United States COMIHT activity 
against the Germans which constitute a breach of security. 

2. The importance of this breach is substantial when the infor- 
mation in his article is studied in conjunction with previously pub- 
lished information about United States Communication Intelligence 
activities and successes and this must be assumed to be the case. 



Incl: 1 
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THE BATTLE OF THE BULGE AS A CASE HISTORY 



Radio deception for some units vas practiced extensively, and the Sixth 
panzer Army — the hey unit upon which the success of the offensive depended — 
observed complete radio silence for at least three weeks before the start of 
the operation, (page 33 )* 

Perhaps most important of the "straws in the wind" vas the interception 
and decoding of a German message (by the 12th Army Group G2) about two weeks 
before the attack, which ordered certain Luftwaffe units to reconnoiter the 
Meuse River bridges, (page 35). 



Another and more basic failure was the inadequacy of collection; we 
Just did not get all the facts that were available. There was a variety of 
reasons for this. 

In General Sibert's words "we may have put too much reliance on certain 
technical types of intelligence, such as signal intelligence . . . and we 
had too little faith in the benefits of aggressive and unremitting patrolling 
by combat troops. We had no substitute, either, for aerial reconnaissance 
when the weather vas bad; and when we came 19 to the Siegfried Line, our 
agents had great difficulty in getting through, particularly in the winter" . 

Dependence upon "Magic", or signal intercepts, was major, particularly 
at higher echelons; when the Germans maintained radio silence, our sources 
of information were about halved, (page 40). 

t 



Higher echelon G2s, privy to a flow of information from "Magic", British 
Intelligence, OSS, and others, often incorporated so much in their reports 
that front-line combat units received a plethora of data, much of it of little 
use to them; the lower -level G2 had great difficulty in separating the chaff 
from the wheat. 
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The deficiencies of much, of this "high level stuff" — which gave for 
Instance the strategic situation on the Russian front, and described the 
psychology of the Rhinelanders — is best illustrated in the official words 
of Major Philipsborn (Summary of Intelligence, 27 May 1945): 

f 

"While it is perhaps an exaggeration, nevertheless there is a certain 
amount of truth in the statement that while we knew to a nicety where bridges 
fords and brothels were located in towns all around us, we rarely, if ever... 
knew where the enemy's anti-tank gun was sited." 

(pages 40-4l). 
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